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mm 

[S^^eis] 0003 

mmmxn 2002.12.27 

[^XHI^dl^W] H04B 

im^2\ SSI NATM i^^ gfOII/H£l S I P Aibl^ g^S 

[^S2I S^SSl SIP service method in network witli NAT 

[SSI ^7:l^!x^ ^^5lA^ 

[ S S ej 3 H ] 1 -2002-0 1 2840-3 

[^si msm 

[QjBieiMH] 9-1998-000616-9 

[S^^IS#^eis3 2002-027042-1 

[^S°J ^^S:Dn 

[^S°l S^S:?I3 KllW.Seon Keon 

[^eie^eiS] 710714-1057327 

C^Sej^J 435-010 

ZSAI &S 919-8&1XI 104^ 

[^^3 KR 

^^A^s^l s^ 

aig^ (ej) 

[:'iesS!S3 20 S 29,000 S! 

[:'^<^l^#SiSJ 6 3 6,000 ^ 

[^<y^^&S3 0 3 0 ^ 

[^'AhS^gJ 10 m 429,000 S! 

imm 464.000 ^ 

[S¥AHW3 1. fi^^AH- SA||A1(£S)_m 
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^ NAT* ^J-'^Hl^^i^ SIP wj-i^o^l ^^S, i3|):ig Eflo]^jl|- 

RTP ^511<^1» <5l-g-*M SIP ^^1: ^ ^*^o.s., ^ ^^o)l nil-^ NAT* 

'^.Ml^i^ SIP ^itili ^J-*^^. NAT* ^oHl^io^ SIP ^iw1i<^l 9X'=>]^^, NAT ^-^<^l^i NAT 
H^^ls. ^e^>7] ^^^.■] ^7] NAT vfl^o^ H^Ajo^ a>^ IP cHj^efl^/^e^ 

NAT21 ufl:s§ Eflol*cH] ^^^>^ cf;^!; ^l-7l =S.a1o^ A>^ IP <H JBefl ^x/iH^q- nfl:^^ 

NATS] ^o] IP o^^slli/^H^ #<H# ^-f . NAT7> SIP ^jflAl^l^ sfl^ ^4i<^l p]]^ 

^ H^Ajo^ A]-^ IP ol^efl>i/iHS ^>-^ ^^s>^ ^7^1; ^7] ^^■^]7} NAT i^l 

^1^1* ^-T-. NAT7> H^Alo] A>^ IP <H^2lli/iH5q- nfl^^ ^ol IP c>|:^2^]>-/3EE 

* 7}^]JL Sl]^S>\. ^^*>^ S.^^}^ ^-i- O.^ 

£. 3 

NAT, SIP, RTP, UA 
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NAT* SIP 1}-^{SIP service method in network with NAT} 

£ 1^ ^2fl NAT ^-^<^1 ^J-<^l^i^ SIP ^itil>i wj-i^ <mAl£.. 

£ 2^ ^ -^Al d^]oil 14^ NAT tfl-^<^l ^tJltl: SIP ^iw]^ ^-^^ 

£. 3^ ^ ^^1 <^H1 SIP AiWl:±: l4Efi^ 

300,400. . 310,410. . .A>^^> <^lol^H 

320 , 420 ... SIP H-^^l 330 , 430 . . . NAT 
350... RTP ^efl^l 

[^^^ ^Mltl- 

^ NATCNetwork Addressable Translation)^ ^^^^ ^cJ-oH^is^ SIPCSession 

Initiation Protocol) ^iw]^ ^tb ^'^m-. 

IP 91^]^^<=^] $Z<H^i ^ 7>xl ^^th ^^17} 9X^. IP^ Jl^sj- s^-^^oflAio^ 

tH^I^ ^C]-^ ^<^lTq-. O] ^7^]^ n^^}7] ^j-7l^VSl «fl^^3!f Cl-7l:L>^ ^^^O] 
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^JL NATCNetwork Address Translation)^!^]- . 

t-flH^^H ^± ^^(Network Addressable Translation, o]^} NATe]- OSI 2-^ 

^ 3^1#<?1 ^l#<HlAi IP ^^1- ^o] IP ^^s. ^>-§-*l-^ ^^^<}-^ 

s. ^o] NAT* <^l-g-*>^ IP ^^1- ^l-g-*>i3>H IP ^s: 

NAT^ a.7ll (Static), (Dynamic) , NAPT(Network Address and Port Translation) 
^■^ tfl^ <?l^^^:a(Internal IP Address : Port Pair)* ^ 
91 ^^^^(External or Public IP Address : Port Pair)S. nfl^sgAl^]^ NAPT«J-<^^ 7>^ ^o] 
AV-g-^fjl ttl-ej-Al NAT^ NAPT NAT# ^^^>^ ^^1^^. 

NAT ^^^91 ^^^] <H^^l^(Destination Address)«^l ^S.^ 

^]-§-* n^7> ^^7H1 * #(Full Cone), ^1^ €-(Restr icted Cone), ^^l^t!:^^ 

#(Port Restricted Cone), tfl^i^ (Symmetric) ^ 4 7}^]S. ^^'^i^^. 

^7] 47M 371-^1 NAT 2q-z)- o^;^^ ZL #^0] cl-s.;^!^ HTfl 

^^^] o]^i]]^S>\-B] <^^^ Di]:s§ (Internal IP Address : Port, External IP 

Address : Port) cf^ ^^^1 ol:^efl:iii4^ <^^^ A]-g-^ ^ o;i^ 
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cfl^l 21 (Symmetric) ^■^^] o]^^]^^ ^sfl aJa^:^ cf^ s.^:^] 

c^^z]]^si]-o] o^^^ A>-g-^ ^ o^irf. ofe^-A-l z|z]-o^ o^^ell^i v}t\- Afl^o] ufl^ 

NAT tllolE-171- NAT* M-^^ ^4- *>M-^ 1^11^ ^M^'^^] n'^]^^^ 

^^^<=>] 7>^s:l-;<l^ ^1#^<el t-HojEio] ^^^^1^ (NAT<H1 Tt^^ cfs^l^ 1-3 

^) ^tb ^-f , NAT^ «fl^ ti)!^ ^Ml^><^ ol>a- x^\]o]B\$\ ^/^^o] 1-7>^^>711 

HSlJl, SIP ^iHli* NAT -i-^^ ^ 71-^1 A^Z]- ^ ^ ojlcf. 

a3 ^^11^ ^ ^<a(Setup)^l ^^^7] ^^M^ ^ln^^ (Signaling) ^ ^ 

^11^ ^^£lJL RTPCReal Time Protocol) t|l<^lB^ -f-o] ^ nlTiq^H i 

(Media Stream) ^^^l^lcf. 
<^7lA-l, SIP(Session Initiation Protocol)^ SIP(Session Initiation Protocol)^ M]^ 
^^1 lETFS] WG (Working Group) RFC 2543 SIPS^ ^^l:^ S^sj-^ 

^ -§--§-^1^^ Signaling ^>q- ol^^-S] ^c^T^S. ^^^S]^ /-fl/^a^ a^^^ , ^ 

#S*>7l o] M]^^ o]B]^^ ^E^nlc^ol s)^, <yEli^ ^s[7]S] Call, ^Hlulc] 

«H i^fl^l^-l i^W. SIP^ #e1-<^l<aH/^-1tH ^li^>7> -a-cfl^ 

i -i-^^ ^^>«^ iL^£l«>|<^> ^ M]^ ^^^^^ SDP(Session Description Protocol)* 

26-5 



1020020084994 * ' ^^ '"^^l'- 2003/11/24 

<19> £ 1^ ^Efl NAT ^q-f-ofl H^aKx- .Y')130.230)» "^^m ^^S^i. ^ (Domain 
A, B)(100,200)^ NAT(120,220) vfl^-cfl A>-g-^> ^H(X,Y)(110. 210)7]- SIP -2.^^ 

^ ^^^^A^olji, 5.^^1(130,140)^ S ^^^IS. ^91^] ^^^}JL, 

<20> SIP "c]-*^!^^ NAT ^ ^^^4. 

<2i> 1. SIP ^1^^^ ^7]1 

<22> :£ lofl :£Al^ w>sq- ^ol, A>-§-;;^> ojlol^E x(SIP UA X, 110)^ A(Domain A, 

100)<^1. A>-g-;^> oilol^E Y(SIP UA Y, 120)^ B(Domain B, 200)<^1 , ^^S. t=\^ 

£1^1 ^(Domain A, B) NAT(120,220)<H1 ^}-%-^} <^1^1^H X(110)7l- ^}-%-^} <^lol^H Y(210) 

oil 71] s. Als^V^jl ^>^. 27H nl-s. a5z]-sI1«^> tbc]-. 

<23> ^ ^]-§-7;> 'Hlol^B X(110)<^lAi NAT(120)* ^^^1 X'CSIP Proxy 

X')(130)^ S. -9.^^ s>Jl -g-^^ ^ wi^J^ll^ H^Al Y' (Proxy Y' )(230)<>]1 a^ 

«1]^ NAT(220)1- ^^^>^ ^>-§-^]- <^1<^1^H Y(210)S. -Q-^^* ^^^>Jl -S-^# ^-f c.] 

<24> ^ Hi^ll ^ TCP(Transmission Control Protocol) 'd^'^ ^fe ^^l7]- UDP(User 

Datagram Protocol) '^^'U °fl^ SIP t^IaIxIs] Via Header Parameters (received, rport)-!- ^ 

<25> AizL^^ ^^HlA-1 NAT -i-^* ^sfl>H^ ^^^1 -S-^* 

(INVITE) i^lAl;^l-^Ei i^]-^]^ S. ^tt w>ol(BYE) ^Ia]^]^?]-^] 3.^ SIP o11a]^]7]- ^E^a] 

(Proxy)* Tl^o]: s>T3l, ii]-s]-A^ Proxy-Require, Record-Route ^H^i A>-g-§llo]: ^j-c]-. 
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<26> ne^ji, ^ Hi^fl ^>-g-^]- oflol^H Y(210)7> ^^X\ Y* (230)011 711 

(Registration)*}^ TCPM" TLS(Transport Layer Security) oj-g. 

*><^ H^Al Y'(230)5q- ^>^;^> oll<>l^B Y(210)7> ^1^^<?1 7>;^lJL ^T^q- UDP^ ^-f 

^i^ll^i^ ^^7lS!V ^o] Via Header Parameters ^ «o>'S(PING Method), 

(Translate), ^S(Expires) ^Ic], -^.^(OPTIONS Request)^ ^>-g-*H NAT ^^tt 

^. 

<27> ojnfl, H^Al Y'(230)^ A>-g-;<> Y(210)7} ^^^^ 3l-^<Hl^i ^<H^ Via 

Header Parameters (received, rport)!- ^1^1 ^^S(Contact) ^B.^ ^M. cflA] y^^^^o, 
S^, 7.^^^^ ^^M.Mr NAT^Jr^fl o;^^ ^}-%-^} -^l^^l^H Y(210)^ ^^<^1 ^ ^Tll 

<28> ojufl ^ti]:^ o.^ NAT^ UDP wj-^^s] '^5$;^l^Al;^(Keep Alive Tirae)<^l 1^ ^^o]^] ^ 

^6]] A>^;<> ofloj^H Y(210)^ 1^ ^q- 3]-^ ^^(Time Interval)* ^Jl ^]^^o_s. 

^•^(Register) ^l^l^^l* M.^^"] ^iS.^:^ NAT UDP HVti^ (Binding)* ^ 

4. 

<29> 2. RTP Media Stream ^;^1 

<30> SIP ^Izi^^ ^71171- #1413 ^}-%-7} X(llO)^ ^>-§-;^> <^lomH Y(210)^ 

RTP cflojEll- ^shl- *>7ll Hl^c-ll. nliqol ^E^o] NAT^^^l-^ ^l^l^^ ^AM W]^ 

<31> A>-g-^> cflol^E X(110)7> A>-g-;^l- o11o1^:e Y(210)i2f ^5l-*>7l ^sflA^^ SIP i^l^l^l^ 

«>i^(Body)oll i^slo^o;^^ SDP(Session Description Protocol) ^l^l^l^l] ^]^<>\ ^ 
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JL^} ^Vfetil ^iM. ^, IP <H:^5ll>i, S.^, Dliqcvl ^]o]B\ ^-^ m=(Media). 

c=(Connection) ^:^<^1 M."^^. 

<32> ZLBlM-. RTP^ NAT^s}-^ ^ln^^ ^^1^!^- ^o] siP t^Ia]^]!?]: 7Hji^ 

§ ^ ^7] nfl^oil, z|- <a^ln>i::f c^e.] 7}^] wj-^]^ oj-g-^H «fl^^>^t-ll, 3.7]] NAT # 
^(Full Cone), ^1*^?]:^^ €-(Redistricted Cone), 3£B. ^1^^^^ €-(Port Redistricted Cone) 

^-f<^l^ T^MHS.dtiHB<HlA-1 ^-g- ^ 1-511 «^KUniver sal Plug and Play. 

UPnP), ^iwKNAT Probe or STUN Server)^^ <^l-§-tl: ^-f (External Query)^ 

STUNCSimple Traversal of UDP Through NATs) <^]-§-^>^ 

<33> ^o^*^^ ^^'^l ^^^^a.(Internal IP : Port)^!- nfl^sl^ NAT^ ^ 

^ ^^^:a(External IP : Port)* ^l::!^^ <^1^ NAToflTll NAT >H 

ttlCNAT probe STUN Server )oll Til #0] SDP^ ra=(Media). c=(Connection) 7>>?^^ 
NAT^fl Bfl^s)^ IP ^ iH(External IP : Port)» :a.^-^LS^ ^^Til 

NAT «fl^^^. 

<34> s]-;^!^, ^^7151)- *B^«J-i^(NAT probe or STUN server) St^ 37>xl NAT B^-^oj] 

^ ^fl^Slt^. cfl^l^-el Ef<^^^ NAT-a -sq^ Af-g-^} oilol^B(210)fe ^^^tl RTP ti] 

<^1^^# ^>-g-^> <^1<^1^H X(110)S-^Ei ^^^1<=>> :a-i^<^> ^ <?l^^^i(IP : Port)(NAT 

Binding)* «a: ^ 9Xy] , RTP c^lolE^l- ^77}^] 7lc|-^o> ^4. oje]^ 

tilc^o] (Connect ion Oriented Media)2l-^ 

<35> oju}) iflti- Aj-g-T-V oflol^E^ SDP T3flA]7il o>oi] a=di recti on : active Line(zero or more 

media attributes)* ^7>^flAl ^^o_s.^, <q:^ "^lol^H^ ^7] SDP ^^]^] '^^^ <^^^^ 
(IP : Port) tfl-g-* -¥-Al*>7ll ^cf. 

26-8 



1020020084994 ' * ^^ 'U^l- 2003/11/24 

<36> ^£fl 7]^2] ^^]^^ cf^sl- 

<37> NAT^^gollAi x\n.^^s\- Djc^o^^^ell- ^efl ^^a] ^ ^^1^^ <^>efl^ 

<38> SIP Signaling ^^^1^ ^^1^^ 

<39> AjzL^^ ^/^l^ll^i "^^m 4^ 9X^ ^^l^ofl^ 7l^Sl SIP RFC2543^1 

Via Header Parameter s^l rport7> ^-g-5)olo> ^ a>«J-o.S. ^^^o] oX:^] ^^7] nfl 
^•^1 71^5^ cfl-^^^ H^^l^^ SIP DilAl^l^il rport7> ^^js^Vo^ NAT^;^!!- ^«fl a> 

4^71- §jcf. 

<40> i£tb NAT^^lfe RFC3261# TCP ^^^,1 7]-^ 

RFC2543<^l^i UDP7> t:1#H(Default)ol Jl TCP ^]^^] >^>*J-<^1 <5W^7] tifl^oi], 7]^ 

^ SIP TCP# ^l^^M ^Jl 9X^. 

<4i> rcj-e^-A-l UDPI- ol-g-s:>o^ ^ ^-?-<^l^ Proxyl:<>1 NAT<y:<^l Si^ 9^^^ 

7] ^tflAl^ NAT UDP Binding^ ^l^^^S. ^^^^ M^^lr ^^fl'H Keep 

Alive Time<^l ^^^171 ^ofl ^^(Register) oilA];:;!!. o.^ M.^o1f ^t^. 

yJ-*^^ c-llo]E-1 H2fl^(Data Traffic)* ^^^^^l^jji ^^y^ ^7]] ^cf. 

<42> oj-oflA-l ^^-^l: ^ 13-^ (ping method), ^^(translate header) RFC2543ofl ''•■I 

€^ A>*J-ol o>u|7l 7l^ ^^-1-^ <^lBlt!- "J-'^olM- ^m^V^l 

<43> RTP nliqcH :±iE^ c1-;^lo^ ^^1^^ 
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olHS.i5iHH<Hl^i ^l^tt 1-2^^ <?H l-efl<^l (Universal Plug and Play , UPnP)^ ^B^^flo] 

^(Cascading) NATs^^ ^^*>^1 
<45> SE^V ofl l-e^lol(upnP) ^SS-f-^ ^l^*>7l ^^fl^i^ 7]^9\ NAMl ^-g- l-slii 

l-efloKUPnP) xtfl^oil tij^o] ^s.^cf. 

<46> iqa- El (External Query)«c}-^sl ^^1^^ RTP-l- ^^JL iH7> ^o> 

<^> ^H, NAT HS.:a(Probe)5il-^ ^<H^ ^<^1 ^*l-7l :^oil 

<^l-§-^H €*>fe ^^^l^lTll SIP i^l-^l^l* ^i^<^> tlri^. NAT ^'^^o] ^j^^ 

€-(Restricted Cone)5il- ^l^^^j ^(Port Restricted Cone)^ ^-t-"^!^ -^i-cfl«J- o.^h. 

u]v]c] c^jolEil- tiV7i ol^oil Dlc^ol cilolEll- Dli^o:| ^f-Sl- 

o> (Symmetric) NAT*^ ^-f-^l^ ^^^=^1 i4e} 4€- ^^11^ iit* 7> 

^l^S. NAT ^S.«.(Probe)M- STUN -f-S] -f-^l] '?]:#<H^ i^fl^ -^tfl^j-^}- 

<a^Sl7l A>-g-^ ^ o^7l ufl^ofl lJ-^#ol ^^^:^] ^^ci-. 

<47> nelul. tfl^i^ NAT«a ^-fs] ^;^]^^, ^^1= ^q:^ A>-g-7^> oi]o]^E7]. naT ^<H1 9X 
^1 ^^1=1 ^1-^ ^V-g-^V ofl^l^Hfe a=direction : active tag* ^^^] :=^1€^<^> ^4. ^V^l'?]: 
RFC2543<^lA-1^ w>cAl ^-g-£]o:|o> ^ A>*j-ol o>i^7l ^^'>\] ^^11 ^1^^> 

<48> ^jw- AV-g-;^!- oi]ol;5iHi cfl^l^ NAT ^«fl Sl-^^ ^>-§-^]- <^1<^1^H ^}o]2] 

RTP ^^o]] RTP €eflof(Reiay)el-^ ^^tt ^^^-^-^(Component)* 
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<49> ol5]^ RIP ^eflo]^ NAPT ^1:^ *H ^■^^] ^H^^sil^/iB tfloll:^ ^V^^lcf. 

^ A>-g-^l- cH]ol^E^ A^S-^ofl RTP c^jolE^l- Jiifl^ cflAioil RTP ^eflo]^ :f.^ 

t^^ol ^^1<^1>H NAT ^^11- sfl^tl:^. 

<5o> ^ ^^7]^ ^^Hll- sfl^^V^l ^-^S-^i, cfl^i^ yj-^o:] NAT €:^<^l^i 

^tb NAPT 7)^21 RTP ol-g-s]- SIP A^M]^ ;^1^^<^1 H ^^o] SI^. 

<5i> cfs. f^y^j -f-j!]-# ^t!: tH€^ SIP ^il 

^^^3. HEfl^ #7]-. NAT-g- SIP ^J-^^^IM- ^7>, cf^ "^^l-i:^^ SIP ^^^A 

ilrS] ti] 7l^ NAT^ «azieflolc ^ tfl^l ^>fl^^ ^^^>^, NAT E^-^ofl 

^^^^S. 2^-§- 7}^^ SIP ^l^^oil u. ^^o] oxz^, 

<52> >^7lt!: ^tt ^ NATS ^oHl>Hs1 SIP ^^wl^i «<i-^^, 

<53> NAT* '3-<=11>H^ SIP 

<54> NAT ^1-^<^1H NAT tfl-^<^l -^l^ltb H^^l^ ^^*]-7l ^tHA] NAT vfl-f o| hs-aIsI 

Ap^ IP c>l:^Efl^/iE= NAT^ nfl^ Efloll-oll ^^^>^ ^711; 

<55> >^7l ^^Ajsl A}^ IP c>1:e.211>i/S.BSJ1- ^11^^ NAT^ IP <H^efl:^/iHS. #<H* 

^-f. NAT7> S.^ SIP «fl^ ^tl n^^iofl nfl:^:^ >y-7l ^.^^lo^ IP o:| = efl>i/3L 
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<56> ^7] NAT ojl^l^l* NAT71- S^Ajo] a}^ IP o^^efl>i/5L 

<57> W>^3lsl-7ll. >a-7l NAT Ifl^^ H^^l7> NAT ^^-^S DllAl^l* , WlO> BflD^^ 

^7}i}c^, ulo> ^jci s)-e^-nl oil y^>Aio^ A}^ IP c^^s^l^S^ c>aa ^x^- NAT tifl^ 
<58> ^ c^jofl III- a NATl- SIP 

<59> (a) ^1 l^V^;^!- <H]c»l^H7V iofl^^Hl €^>^lls>^ NATB] Dfl:i§ tflojl-ofl ^^5]ol 

<60> (b) £tilol RTP ^Z]]o]7} ^] IH^Alofl <?!-^*H ^-ISl* 4n^7flSl ^ 

IP <H:E.efl>i/3LH ^i^^l-^ ^^1; 

<6i> (c) 1H^A17> ^1 lA>-g-^V oilo]^E^w.E^ SDP i^l^l^l*?]:^ ^ 

(IP Address/port pair)* RTP ^eflol7> ^^^^^ 4^7]]^ ^91 ^^M. ^ ^VM-S. ^ 

NATS! i:"!!^ Efloj^ofl 2S^A]1. 2A>-g-;^> «:'flol^H<^l7jl 

SIP ^l^l^ll- i^fl^ 
<62> (d) ^1 2Al-g-^l- ofloj^EoiiAi ^1-71 ^t!i\ cfltt °flAl;<]l- NAT 

<63> (e) 15.^^1 oflA^ 2A>-g-;^> oil^l^B^ -g-^ "11A1;^1# SDP a>^ o^;^ 

^:a.?;t(IP Address/port pair)* ^}^o\] RTP ^eflols.«-Bl ^^a^^ ^ uj-n^;.;] ^o] 
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<64> (f) <i7l ^tb NAT wl-olT^ ^n, 4 ^l-§-^> <H1<^1€H7> ^cfl 

NAT w>^^ ^3^^*>^, NAT a>olig rTP ^efloloflA-] ol^ofl a^^a^^ 

<66> al-^zl^l-T]]^ .^7] ^;^] RTP ^5flol7> 7]-^o] 7>^lJl ^^^^ 

nfl^^ NAT H>^^ ol-g-^H ¥ ^V-g-^l- ^c>\] njclo^l- ^ 

<67> ^7]9\- ^-Br ^ ix|-€- NAT* SIP ^iti]^ «<j-^<Hl i:fl3l-oi ^-^^ H 

<68> r^^]^ IP olE^T^ Aj-oflA] NAT» A>-g-^ IP olE^vjl ^VoflA-^ o]--^^ ^^^^^^l SIP H 

^^^^ ^^^^ ^21-7]- ^^7l nfl^ofl^ lETFClnternet Engineering Task Force) ^ 
s] (^5.^ ^l-^a^l-CWorking Group)-i-c>] ^B^i^ B2flHB( Internet Drafts) -S-^ «fl^^ ^1 

<69> lETF<>llAi^ 37}^] «J-^ol ^7]^^ tfl^^o.^ ^lAlsjjL ^^cfl, NATofl 

SIP ^^*>^ oll-el^flol'Jd TllolH^floKALG: Application Layer Gateway)* 

''J:'^<=>]^, ^ IPv6# ^l-§-^>^ ^>^1^ NAT* ^H^V^l 

MIDCOKMiddlebox Communications) ^l-B-*>^ "^J-^*^!^. <=>]^'\^ "^l-^*^ =^7]^<^ 
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M- ^ ^^fltS. ^<=>\]^^ ^^tt ^7l^<y «fl^^^ ^Hl^l^Vo^ M-l-tflS NAT€:^<Hl^i 

SIP 

(Update)^l-7lu|- NATS SIP ^1^1:^* ^1^^ ^ SX^. 

7]^^ SIPCSession Initiation Protocol)^ S.^ RFC2543€: NAT-f-^Jfofl 

^^}^ SL^-ir *^7l n^d]] RFC2543^ ^^«><^ ^*<H^ ^]^^ B.^ 

A] 14 #e^-oloiHl-^ <=>]S-^}<^ ^i^l^* 3^1-7] ^sflA-l^ ^71] S^<a RFC3261S 

^7]<HMi -i^tb ^4 ^<^1 NATS ^'•V-g-tflo) ^ HS-£#oli4 "J-^o] cfe 

7l nfl^oil. ^ NAT Bl-«a611 ^^^o.s ^-g-slH 7)^31 NATsq- RFC2543^ 

9X^ SIP #el-ol<aHM- ^^^11- ^l-g-^>oi NAT^^<^l^i SIP ^ ^ 

Aln^^ ^ell- NATS] ^^a^ nfl^ efloj^CStatic Mapping Table) ^]^^ 
NAPT 7l^^ RTP mefl<^l» <^l-§-*l-^ ^1^1 tbt^. 

7]^^ t^^^^ NAT*^ NAT Bfo^oll >S-^^ol n)]3g Eflo]^^ <5]^^H ^fl-¥- 

^l^^^lidnternal IP Address : Port Pair)* "^^^^ ti(Publ ic IP Addredss : Port 

Pair)S ^fl^^l^ ^-1^^ ^ ^^^11, o]z^^ «J-.M^ <^l-§-^H A>^oil nfl^A]^ ^-1^ 

tb ol-g-^H <^>^ ^o] SIP ^ ^ 9X^. 

SIP SS£#oilAi^ S^Al* i^^oi DNS ^^ell- 01-8-^1-71 tcfl^ofl A}^o\] MTo\] ^ 
H^^l^l <?1^^^ ti(Public IP: Port)# DNS ^-il'y ^ittl<>11 -^^*1]^^'^> tbi^. 
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<75> ol^ ^^^i. ^ ^^^-B: ^^fl ^oHM- 71*^ ^MM^ ^e-^ NAT Efog^oflA-l cfl^l^ 

<76> £ 2^ ^ ^^<H1A^ SIP 5.-^ A] X', ¥'(320,420)1- NAT( 330, 430)^1 ^^ Efloj-g. 

(340.440)ofl ^^Al^lJL, NAT ^^^] SIP =-^^1 (320,420)* ^^^^>JL NAT ^^^] RTP ^rSi]o] 

(350)1- ^^^^H SIP ^itil^il ;^ll^^>7fl ^t^. 
<77> ^ ^^oi] itj-s. cfl^^ «o^-^<=>llAi n)]^ Bfl<^ll:^ <^l-§-^H SIP ^-^wl^l- ^1-71 

NAT vfl-^^ H^^KSIP Proxy X'. SIP Proxy Y" )(320, 420)1- ^^^^ ^l^L^^ nflAl^l 

<78> RTP mefl°l(350)^ NAT(330,430)<^1><>-1^ Dirqa] NAT(330,430) ^><^1 

^^^Al^lJl, ^(Private Side)<^l^i ^(Public Side)^S. q-7>^ S.€- i^l^^tH 

^ ^-B-^l^cf. RTP ^e11<^l(350)^ <a=^Sl ^^^s>\- <>|^efl>i/^H<Hl cfl^l-oi NAPT 

7l^^ n+sl-^i RTP ^efl^l^ ^t^lS- iiflo> ^l^:;^] ^o>o]: ^i-cf. 

<79> RTP leflol(350)o^ IP o^^efl:^^ S. ^A'^ ^^I-^IM- ^ ^ ^TjloflA] ^ 

<80> zielJi, NAT(330,430) tflY^ ^l-g-^f <^l<il^H(SIP UA X. SIP UA Y)(310,410)^ ^]^<^ 

^^JL ^3.7} til-J^A] :^o}o\ 

<8i> ne^i. NAT 1^^^ H^Al(320,420)5!f NAT ^1^^ RTP €sfl^l(350)^ ^-g- ^ln^^ 

(Private Signaling)^ >^l-§-f]:Cf. 
<82> ^1-71 H^Al (320,420)^ ^^^1 ^\^:^} <H1 o] ^H(410)7> ^^^^1^ 

c^^d\] nq-B^ RTP ^eflo] (350)1 A]-g-^^l^ ^^jtb^. 
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<83> cfA] ^tr>^, Mn^^ nat 91^ ^y^^]- ofloi^e 

l:j!fo^ J:^2^<a sifpg ^ NAT ^sf* ^sflA-l H^a]^ NAT <?V<^1 ^^l^V'^, 

IP <>|:^5ll:i/iHl- 7>^Cf. 

<84> NAT ^i<^l>H ^^^1^ ^e3r>7l ^^^^ NAT t!:^ ^^^1^^ a]-^ IP cH:B5)l^/iH» 

NAT^ n))^ tllol^ofl -f-^srH, olnfl ^7)] ^^5]^ MT^ IP <H^sfl^/iB» NAT 

w|o^ ^«fl >^>-§-^4. i4sl-^i ^'^^ NATS] A>>i IP <H^5fl^/iBS. #<H^^ 

2.€- SIP 1^1 ^1^11- NAT^ Dfl:^^ =-^^1^ IP <^:^2^1i/5LHS. 

<85> H^^l7V NAT ^^^S. oll^l^l^ NAT^ S^^l^ IP 

<86> ^elJi. NAT 91^] 9X^ ^^^l7> NAT ^J^S. oflAl^l ^ wjo} ^flr:-]* ^7]- 

^Ml ^c^-. ojufl wjol-^lt:-^ ixj-ej-DlB^s-ofl A}^ IP o^^efl>i^ NAT ^ 

<87> £ 3^ £ 221 S. ^^^^ ^lH^^ ^;Nl<HlAi-^E-l n]v]o] >iH^^>1 

^^£l7l^7>^l2l s.^ J: ^##sl SIP ^^t!:i=i-. ^ SIP s. 

<88> A>-g-;^> oflol^H X(310)^ £T^1^<^1 ^7ll§>^ NAT^ ^^ ^-^^ n^]^^] ^ 

^^'^ 9X^ X'(320)<^1 A>-§-x> <^lo]^H Y(410)<^1 cflt!" SIP ^cflClNVITE) t^Ia)^!!- 

\a^-(S301). olnfl SDP<^1^ A>-§-^l- <>11<^1^H X(310)7l- RTP cflolB^l- ^JIt.} s]-^ a>^ IP o]b. 
efl>i/3LH(PXA:px)7> ^o:);^ Sii^(S301). 
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<89> ^ejjL, SDflol «|o^ RTP ^Bllol(350)^ ^7] 5.^ A] X'(320)i4 <a-S-*><^ '^]^^ 

'^^^^91 ^^7^^ ^91 IP ^H.efl:i/iS 3iilcH(ip address/Port Pair)* ^3^^^H 
(S303) . 

<90> olttfl AjA^s]^ o^^ ^ ^}^^ ^}-%-^} o\]o]:^^ X(310)5q- ^-g-^ :E.E11 >i/3LH 

(A:py*)olJl, ^VM-^ ^l-§-^> <^1<^1^B ¥(410)2)- <^^^ oi^efli/iH(A:px*)olcf. rtCP 

£ RTPofl eT^^H wl-<?]^(Port Binding)^ -^S^^ tl-^^(S303) . RTP ^5flol(350)^ ^}^^}^] 

^>-§-^> oilol^H*ol NAT <>|^^fl^/^B(IP address : Port)* ^7} ^ty. 

<91> SS-A] X'(320)^ ^l-§-^> <>flC>l^H X^-^E] 3j)p o]-o^ <?1^^^ ^(IP 

address/Port Pair)l- RTP ^sll<^l7l- ^S^^^ 4n^7fl2) ^oi ^ ^oflA^ s:>i4s 

NAT21 Dil:s§ -i-^^ ^^^1 -i-«fl A>^^> oflc^l^H Y<^l7l] SIP ^tfl tiflAl;;^!!- 

ti^c]-(S305). o]nfl SDP<^1^ H^^l X'(320)7> ^^^tl" RTP €eflo](350)^ o^J^efl^i/iH 

(A:px*) ^^7> -i-c*! 9X^. 
<92> AV-g-^^V olio] ^3 Y(410)^ ^tfl tfltb -§-^ ^1^1 Al (200 OK)* NAT vfl^ 

^ HS-Al Y'(420)^ -f-^fl^i H^A] X'(320)S -g-^^i:)-(S307) . SDP«Hl^ >^>-§-^> <Hl<5l^B 

Y(410)7]- ^Jl^> A>^ IP o:i:^efl^/iB(PYA:py)7> ^#0^;^ 
<93> ^^A] X' (320)011 Ai A>^x> oilol^E yo) o.^ Pi]Al;^l(200 OK)* SDP ^illAl^l <^ 

$] A>^ >^^^ii iJrdP Address:port pair)^ ^}^<^] RTP leflol (350)S--^Bl ^^^^^ ^ 

A^ q-Dl^l ^>u|.o) :g.oi gjt(A:py*)o.s. A>-g->;> oilol^e X(310)<Hl7ll ^'^4(8309). 

<94> ojui], ^-^-^l o\]o]^^ X(310)^ -§-^ oil^l^l* ^(S309), ^>-g-;^> oflol^H Y(410) 

^ -§-^ ^l^l^l* ^(S307), *^S.* I7l ^tb NAT w>oitg ^7] ^^)| z^- a> 
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-g-^V o)iol^E(3io,410)fe ^cfl Sfe -g-^ ^1^1^]^ SDP i^l^lx] «i!:0^ ^^^^ ^oi o^^ 
^^S. ^^^V"^ NAT RTP ^eflol(350)^ ^S^^^ NAT 

«><a^ 7l^<^l ^J^^tb ^=^71151 ^i^J-^VTll ^tq-(S311,S313). 

^. ^V-S-^V °llo]^H X(310)^ -§-^ 1^1^1^1(200 0K)» ^Al rrltqc^e.g., 

background noise)* RTP €sllol(350)oll7ll ^^t!:4(S311) . ^ RTP ^^o] rtp ^eflo] 
(350)«^l7ll ^^Sj^ RTP ^ellol(350)^ RTP sfl^o] NAT* -i-^*>^^i ^S^J. NAT dt^i c>^:e.b11^/ 
5£H(NX:px')» ^-l^^H o] A>-g-;^> oilol^E X(310)<^l7ll t^IcIo^ 5!l«. cfla 

(External Representation) ^^S. ^^^}JL Aj-g-^} oflol^e Y(410)S.-^E-1 ±^ 3.^: RTP cfl 
^lE-il- o] o^:E.efli/3LH(NX:px')S. 

^>-§-^> <^lol^:^ Y(410)£ 200 OKI- ^Al Plc^o^^ ^^^>Ji(S313) , RTP ^efl^l 
(350)^ NAT <^^^]^^/S.B.m-py')* ^]^^^}^ ^}-%-^} <H1<^1^H X(310)S.^E^ 
RTP dlolBl* sfl^ c>| = efli/iH(NY:py')S -^.^Ei^f. 

«^1^, ^1 l^}-%r:^} X(310)7l- -^1-7151 -§-^ ^^]^]% ^, -g-^ ^lAl^Hl ufl 

^l^l^KACK)* ^^*>i(S315), S. ^S.^^. 

<^1^. RTP ^efl*il(350)^ ;^l-^ol 7>>^l:il ^^^i:a-5!l- v]^sg^ nat h>^^ 

^^l-g-^l-*^ ¥ ^}-%-^} <Hlol^H(310,410)-g:Ol ^^S. i^jc^o^^ ^ ^a]^ ^ ^Tll tir^^l- 

(S317). 

ZLS^jl, <aci. NAT(330,430)# -f-^l-^l-^ xj]€\o] ;g^7> ^^^J^^ A>-g-;^> <^o]:^^7} 
(Speech Packet^l ^=^£1^1 ) ^oll ^^<>ll£ ^^^^ w>oli^^ x^l^^ o.^ 

^^1^171 ^811^1 <a^^ Al^cHl tt^-*^ ^J^^l^^l^l^UKeep Alive Message)* ^^tt^-. 
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<100> A}^7.} <^]o]:^^ X(310)7> J:* ^S.^]f]7] a>ol TjflA]^!!- ^^^l-i^(S319) , 

^^^] X'(320)^ w>ol t.flAl;^l(BYE)l- RTP 1 efl ol(250)<^l Til ^^^><^ RTP ^J^^^^'Si 
3.^ ^fl'S- SL^ afljg^ a>^tg <?q->llt!:^(Delect port bind)(S321). 

<ioi> ZLE^ji, H^Al X'(320)^ T^flAl^l* ^tfl«J- s^A] Y' (420)011 >*'>-§-^l- 

ol^H Y(410)«^]7ll #^ltl:Cf(S323). Y(410)S^E^ ^^^1^ ^}o] nflA];^! 

<H1 tfltV -i-'^ ^l^l^l"?! 200 OK i^1^1^l7> ^^A] Y', H^A] x'» ^«fl A>-g-;^> <^lcil^H X<H1 ^ 
^£l^(S325), T^lx:l<^l- ^ ^7\] ^mS327). 

<102> olsq. ^o], cfl^lal NAT^^^l^i SIP Aitil>i» ;5ll^^>7l ^«fl 7]^ SIP 

(Component )i4 NAT^ n^^J ^ ^H^fl ^^1 NAT^ nfl^ Eflc>]^( Static Mapping Table) 4 

NAPT 7l^S] RTP ^Elloll- cl-g-s^H SIP A^wl^,!- ^7}- $X^. £S. 

NAT E^-sjoii3£ ^■%-7}^ s>c]-. 

<103> til-fif #c5l ^ ^^^61] it|-^ NATS. ^>^^€ °J-<^l>^i^ SIP U-i^<^l ^-s}^, tfl 

NAT^^<^lA-1 SIP >ll^^l-7l- 7]^ SIP ^^^Adi((x)mponent)5q- NAT^l ^ 

^<^1 NAT^ Dfl^ Eflol^(Static Mapping Tahle)^ RTP ^efl^l* <^l-§-*>^ SIP ^^^] 

^1- ^7> Jl47> ^cf. 

<104> 5£t!: ^>7l5q- ^-8: SIP wj-ig^ 2.S. NAT Bl-^<^l£ ^-i-ai ^-§-7>^t!: Jl471- 

91^. 
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11 

NAT* ^<J-<HlAi^ SIP ><'itil:ii<Hl 9X'=>]^^, 

NAT 5>l-^oilA-l NAT ifl-¥-<Hl ^e^>7l ^^^^ -^71 NAT tfl-^fi] =^^1^1 

IP olJB5ll>^/iH# NAT^ ^1]^ efl^ll-'^'ll -^^^m ^^1; 

^7] H^^l^ IP ol-E-e^li/^esq. Dflog^ NAT^ ^91 IP oj-^^^l^/i^S #<^* 

NAT7> SIP ^l^l^^lS Sfl^ ^O] ^^6\] Dflcsg^ ^7] H^Als^ IP o^^efl^/^c 

^7] S^Al7> NAT ^^S. T^llA];^!!- ^4^1: NAT7> ^^Ajo;) a]-^ ip o^^efl^^/i . 

IP <>1S.ell:±i/iBl- 7>^lJL ^1-^^ <?l^^m ^^1* i^^m ^^-^S. 
s:>^ NAT* ^oHlAio^ SIP Aitil>, wj-i^. 

[^^^J- 2] 

^7] NAT ifl^s] ^^Al7> NAT ^l-^S. TJflAl^ll- wlc5> sflc-ll- ^7HH, til 

o> sJilcl jij-El-DlE-loll ^>Aio^ IP ol^siliiq- iH7l- o>ia til ^ NAT ^11^ tflol^ofl ^ 

^"il IP <H^5l]:il^ SHI- ^^S^l-C"^ ^^S:>^ ^^1-^^ NAT* "J-<^lAiSl . 

SIP A-]al>; w,vi^. 
3] 

^1 l^V-i-^V «^l<^l^H7l- STifloioii ^7)1*1-^ NAT^ ^11^ tll<^ll-<^l ^^^^ 9X 

^ IH^A]^ ;t)l 2A>-g-^> oilol^H<^l cllt!: SIP ^cfl Ti|]Al;^l* ^ifl^ cj^^] ; 
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IP o1 ^ efl ^/iH J^ll » ^5 -^^ *>c^ ^^1 ; 

1H^A17> 1^^}-%-^} oHol^HS-^B] SDP t^l^l^l^^q miP 
Address/port pair)* ^7] RTP ^^]^]7} ^5^^tt ^n^y^S] -g-o] ^ ^ofl^i ^>u|-S. ^^^> 

<^ 4^ NAT^ Dfl^g Eflol^ofl All- -^^fl 2A>-§-;^> <^lol^H<^l7ll SIP ^ 

^1 m^Aloi]Ai 2^}^^} o]]o]^^$] ^1^1x11- ^VO.ig SDP <L>^ 

miP Address/port pair)* A>^ofl RTP ^ ^ ^^^] *>^^ ^.^ 

-a-^^ 171 NAT ii:* "^71 zl- a].^;^> oI1o1^H7> ^cfl 

-§-^ 1:^1 A] ^15^ SDP ^^l^l^l 919] ^^^^ ^o] ^s.^ t^li::!*^!- ^^^><^ NAT «} 

^S^^^M, ^J-7l ^S^^^ NAT w>oiT3 ^s.^ RTP ^eflojoil^^ ol^ofl ^^a^^ 4>r7fl 

*>:il ^ '^'a i^*>^ ^^-^S NAT* "^<^l^i^ SIP ^iw]^ 
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[^^%^ 41 

^1 ^7] ^ ^ RTP ^^]]o]7} 7.}^o] 7}^]J1 9X^ "§-91 ^ 

^ ^Tfl c-l i^*>^ NAT* ^J-'^l^i^ SIP A-ltil:^ 

5] 

^]r]o]^ ^^^^ ^^]^, 

RTP ^i]]o]7} RTP ^^o] NAT* ^^s:}!^^-! NAT ^^^.S.* ^"I^sVji zl d:: 

^ '^^ ^^1- ^1 l^>-§-^> xi]v]o] ^t!: tflfi ^o.s *H ^] 2^}-%-^} 

oflol^HS-^Ei S.€- RTP tllolBl# ^7] ^^1; 

^1 2A>-g-^> o\]o]^^7} ^]^]^]Mr M.^ ^, ^]^'^^ ^'^^l^ RTP leflojojlA-l NAT 

^^^^il- ^i^^]-^ ^1 lAf-g-;^} oflol^E^-a^^ RTP c-flolE-ll- ^V7l NAT 

^jas. ^vfl^ 5L^^>^ NAT-1- 'S-'HlA-loi SIP «J- 

^. 

6] 

^ ^7l Aj^ofl tb^^^ ^^^^l^T^lAlxl* ^4^3]-^ Cl-^]^ ^^^V^ o,^ 

NAT* ^oHl^io] SIP ^iwli aj-i^. 
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I^^^J- 71 

RTP ^^SH RTP le^loHi AjA^s]^^ ^9] ^yo]^^ ^o. 

^^^1-^ ^^1-^^ NAT* ^(J-'Hl^i^ SIP ^t^'^. 

I^J^^J- 81 

^1 3%H1 9X°]^^, ^y] NAT «o>^^ ^l^^^ltl: cfl^i^^ §oi 

^^-^S NAT* tk^ SIP 
91 

i47>^ 2.€- T^li:!^! :±:H^^ RTP ^efloll- ^^-^-s:}^ ^^^^ ^fe NAT* 

SIP A-lHl:±i 

101 

^^1-2.3. NAT* ^J-<H1'H^ SIP >H«1^ "o^'S. 
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!-£ 1] 



200.200.200.1 200.200.200.3 



130^ SIP Proxy,^' 



S-hp Proxy Y' 



230 



120 200.2'00.2©0.2 



200.200:^200.4 220 



NAT 



[^). 0.0. 254 



) ( 



NAT 



SIP UA X 



100- 



10.0.0.1 



Domain A j 



20.0.0.2^ 



I 



SIP UA Y 



20.0.0.1 
[ Domain B 

-^-«-SIP Signal ing 



J^210 

1-^200 

I 

I 



2] 

Static NAPT Table for Proxy X-'' 



Static NAPT Table for Proxy Y' 



Internal IP 


External. 'fP 


10.0.0.1:5060 


200.200.290.1:5060 



340^^ 



Intefsnai IP 


External IP 


20.0.0. \:5060 


200.200.200.3:5060 



200.200.200.3 



350 \ 



440 



330 200.200.200^ 



— - Symnjetr i.cyNAT - 



io;o.a:i 



300- 




1 




SIP Pjroxy 


X' 


10.0.0. 

i ■ 






SIP UA X 



10.0.0.2 
Domain A 




rv^OO 



20.0.0.2 
Domain B 



^--^ Control Path For Media 

- — ^ Media Path 

— — —Control Path Between 

Signaling and Media Proxy 
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is. 3] 



351 



z 



RTP Relay NAPT Table 


RTF 


A:py* 


NX:px' 


A:px* 


NX:py' 


RTCP 


A: (py*+1 ) 


NX:? 


A:(px*+1) 


NY:? 



PXA 
I 1 



r 



NX 



n r 



=^= :bi-di rect ional f low 

: s i gna I i ng : med i a 

px,px' ,py*,px*.py' ,py,?( random) : ports 
PXA. NX. A. NY. PYA : IP addresses 

A NY PYA 



-n I 1 I 1 

I p x_j=4p _ ^^^rn^^l _ _ J [ py. | 



UA X Proxy X' NAT 



I 

I 

8301-^ INVITE 

I 

I 
I 
\ 

\ 



S30SL^ 200 OK 



S3 11^^ RTP 



I port bind I ^ 

i_l_NVITE_-s^05_ 

I I 

'P 2d0~0K^C^307 

I 
I 



S315_^ ACK 



I- 



S319L^_BYE^ 
I 



RTP Relay 

I 



Create i 



-k_S303 



NAT 
I 
I 
I 
I 



._! 

Proxy Y' 



UA Y 



J 



I 



RTP 



I RTP ^313 

n 1 

-<_S317 I 



Delete 



I 



port bind I 



-KJS321 



BYE 



-^323 
_i 1 

I 200 OK -k^325 



RTP 



-<^327 
■ I ' X 
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